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Competed. Solved. Learned. Stay Curious.


1. Competition Overview
boroCTF 2026 ran from June 12 to June 16, 2026, hosted at boroctf.com on CTFd v3.8.5. ECHOClub competed solo across Forensics, OSINT, Cryptography, Web Exploitation, and Miscellaneous categories, achieving 41 solves for 5,000 points total.

	Category
	Solves
	Points
	% of Total

	OSINT
	11
	1300 pts
	26%

	Forensics
	13
	1800 pts
	36%

	Crypto
	7
	700 pts
	14%

	Misc
	4
	500 pts
	10%

	Web
	6
	700 pts
	14%

	TOTAL
	41
	5,000 pts
	100%



Forensics was the strongest category with 13 solves and 1,800 points. OSINT followed with 11 solves across an extensive fictional investigation chain (the Satoshi lore arc). All 6 available Web challenges were solved. The competition featured dynamic decay scoring, meaning earlier solves earned more points.


2. Full Solve List — All 41 Challenges
All 41 challenges solved in order of completion, as recorded on the official boroCTF scoreboard:

	Challenge
	Category
	Pts
	Time
	Flag

	Boro Hero
	OSINT
	100
	Jun 13, 12:20 AM
	boroCTF{bruce_springsteen}

	Nature's Takeover
	OSINT
	100
	Jun 13, 12:23 AM
	boroCTF{ss_ayrfield}

	The Squad
	OSINT
	100
	Jun 13, 12:36 AM
	boroCTF{KyteBytes}

	Satoshi Hunt
	OSINT
	100
	Jun 13, 11:01 AM
	boroCTF{mount_fuji}

	Satoshi's Secret
	OSINT
	200
	Jun 13, 11:54 AM
	boroCTF{dyatlov_pass_incident}

	Physical Access >>
	OSINT
	100
	Jun 13, 2:33 PM
	boroCTF{sethc.exe}

	Oops...
	OSINT
	100
	Jun 13, 2:34 PM
	boroCTF{channel_file_291}

	Fireman
	OSINT
	100
	Jun 13, 2:57 PM
	boroCTF{The4BDmaster}

	Where there's smoke, there's fire.
	OSINT
	200
	Jun 13, 4:47 PM
	boroCTF{satoshi_nakamuda}

	Hidden Meaning
	OSINT
	100
	Jun 14, 7:09 PM
	boroCTF{simple_osint}

	Go Knicks!
	OSINT
	100
	Jun 14, 7:11 PM
	boroCTF{New_York_Knicks}

	Grep'n it
	Forensics
	100
	Jun 13, 9:42 PM
	boroCTF{gr3p_1s_y0ur_b3st_fr13nd_f0r_1nc1d3nt_r3sp0ns3}

	kitty kitty meow meow
	Forensics
	100
	Jun 13, 10:03 PM
	boroCTF{f0r3nsic_@nalysis#}

	Billie Eilish
	Forensics
	100
	Jun 13, 10:30 PM
	boroCTF{in_a_good_guy}

	The Shattered Needle
	Forensics
	100
	Jun 13, 11:09 PM
	boroCTF{gr3p_1s_y0ur_b3st_fr13nd_f0r_1nc1d3nt_r3sp0ns3}

	File Me to the Moon
	Forensics
	100
	Jun 13, 11:10 PM
	boroCTF{pptx}

	Silent Sentinel
	Forensics
	100
	Jun 13, 11:14 PM
	boroCTF{Vanguard_1}

	Satoshi: A Memory of The Past
	Forensics
	100
	Jun 13, 11:20 PM
	boroCTF{s4t0sh1_1n_th3_c4ch3}

	Retinal Burn
	Forensics
	200
	Jun 14, 11:55 AM
	boroCTF{OW_^MY_E7ES!}

	Looking through Windows
	Forensics
	200
	Jun 14, 12:16 PM
	boroCTF{f!l3_f0r3nsics_FTW!!}

	File-et Mignon
	Forensics
	200
	Jun 14, 3:59 PM
	boroCTF{y0u_c4rv3d_th3_v01d_l1k3_4_ch3f}

	Chronos
	Forensics
	200
	Jun 14, 4:21 PM
	boroCTF{c0mbobulat3_sp@gh3tti_nep0t1$m}

	Blackwall Protocol
	Forensics
	200
	Jun 14, 4:54 PM
	boroCTF{s4nd3v1st4n_gh0st_1n_th3_m4ch1n3_8f92a}

	Mark Zuckerburg
	Forensics
	100
	Jun 14, 5:31 PM
	boroCTF{metadata_is_everything}

	A basic start
	Crypto
	100
	Jun 14, 12:09 PM
	boroCTF{B@5ics_0f_B@si6s}

	Et Tu, Brute
	Crypto
	100
	Jun 14, 6:03 PM
	boroCTF{veni_vidi_vici}

	Not the Flag
	Crypto
	100
	Jun 14, 6:05 PM
	boroCTF{r34l_fl4g_w4s_h3r3}

	Flipper's Dilemma
	Crypto
	100
	Jun 14, 6:07 PM
	boroCTF{fl1pp3d_b1ts_4r3_fun}

	So Many Layers
	Crypto
	100
	Jun 14, 6:17 PM
	boroCTF{L!k3_aN_0n1on^}

	Flight
	Crypto
	100
	Jun 14, 6:46 PM
	boroCTF{up_up_and_4w4y}

	Boro Coin 1
	Crypto
	100
	Jun 14, 5:49 PM
	boroCTF{blockchain_4_3v3r}

	Distortion
	Misc
	100
	Jun 14, 7:22 PM
	boroCTF{d1st0rt3d_r34l1ty}

	Nature's Delight
	Misc
	100
	Jun 14, 7:22 PM
	boroCTF{poland_spring}

	Its a Simple Challenge Really
	Misc
	100
	Jun 14, 7:32 PM
	boroCTF{s1mpl3_4s_1t_g3ts}

	64 is life
	Misc
	200
	Jun 14, 11:02 PM
	boroCTF{s1xty_f0ur_b3auty}

	Beyond the Homepage
	Web
	100
	Jun 15, 12:09 AM
	boroCTF{r0b0ts_kn0w_th3_s3cr3ts}

	Cracking the Vault
	Web
	100
	Jun 15, 12:15 AM
	boroCTF{p4ssw0rd_sp34k5_l0ud3r}

	boro-senpai 1
	Web
	100
	Jun 15, 12:22 AM
	boroCTF{h1dd3n_1n_pl41n_s1ght}

	dotdotslashflagtxt
	Web
	100
	Jun 15, 12:55 AM
	boroCTF{p4th_tr4v3r54l_ftw}

	Drone Dash
	Web
	100
	Jun 15, 12:56 AM
	boroCTF{dr0n3_d4sh_d3l1v3r3d}

	Jay W. Tee
	Web
	200
	Jun 15, 9:49 PM
	boroCTF{n0_s1gn4tur3_n0_pr0bl3m^^}




3. Challenge Writeups
Detailed writeups for all 41 solved challenges, organized by category. Each entry documents the technique used, tools, and commands, for use as ECHOClub educational content.

OSINT — 11 Solves, 1,300 Points
Boro Hero   OSINT  |  100 pts
Flag: boroCTF{bruce_springsteen}

Technique:
OSINT — identifying Freehold, NJ's famous alumni.
The challenge asked for a famous Freehold High School alum who skipped graduation and became a best-selling artist.
Bruce Springsteen was born and raised in Freehold, NJ, and famously skipped his own high school graduation.

Tools & Commands:
Google search
local knowledge

Nature's Takeover   OSINT  |  100 pts
Flag: boroCTF{ss_ayrfield}

Technique:
OSINT — identifying a famous 'nature reclaims' location.
Research identified the SS Ayrfield, an abandoned WWII ship in Homebush Bay, Australia, that has become completely overgrown with mangrove trees — one of the most iconic 'nature takeover' images on the internet.

Tools & Commands:
Google image search
reverse image lookup

The Squad   OSINT  |  100 pts
Flag: boroCTF{KyteBytes}

Technique:
OSINT — finding the ECHOClub / boroCTF team name.
Challenge required identifying the team name from the competition context.
KyteBytes was the squad identifier used in the challenge.

Tools & Commands:
boroCTF platform
CTFd profile lookup

Satoshi Hunt   OSINT  |  100 pts
Flag: boroCTF{mount_fuji}

Technique:
OSINT — tracking a fictional @SatoshiNakamuda Twitter account.
The account's profile or posts referenced Mount Fuji as a location, leading to the flag.

Tools & Commands:
Twitter/X search
@SatoshiNakamuda profile investigation

Satoshi's Secret   OSINT  |  200 pts
Flag: boroCTF{dyatlov_pass_incident}

Technique:
OSINT — analyzing a VHS-style profile picture dated FEB 2 '59.
February 2, 1959 is the date of the Dyatlov Pass Incident, where nine Soviet ski hikers died under mysterious circumstances in the Ural Mountains.
The date on the VHS tape was the critical clue.

Tools & Commands:
Date research
VHS prop analysis
Wikipedia / historical event lookup

Physical Access >>   OSINT  |  100 pts
Flag: boroCTF{sethc.exe}

Technique:
OSINT — Windows accessibility backdoor.
The challenge referenced physical access to a locked Windows machine.
sethc.exe (Sticky Keys) is a classic Windows accessibility bypass — replacing it with cmd.exe allows a SYSTEM shell from the login screen without credentials.

Tools & Commands:
Windows accessibility features knowledge
sethc.exe / utilman.exe research

Oops...   OSINT  |  100 pts
Flag: boroCTF{channel_file_291}

Technique:
OSINT — researching the 2024 CrowdStrike global IT outage.
The outage was caused by a faulty content configuration update to CrowdStrike Falcon.
The specific file responsible was channel_file_291, which triggered a kernel panic (BSOD) on millions of Windows systems worldwide.

Tools & Commands:
CrowdStrike outage news articles
cybersecurity incident research

Fireman   OSINT  |  100 pts
Flag: boroCTF{The4BDmaster}

Technique:
OSINT — identifying a Minecraft build creator.
The challenge involved a Minecraft screenshot of a Wayne Manor / mansion build.
Reverse image search and Minecraft community OSINT traced the build back to the creator 'The4BDmaster'.

Tools & Commands:
Yandex reverse image search
Minecraft forums
Google Images

Where there's smoke, there's fire.   OSINT  |  200 pts
Flag: boroCTF{satoshi_nakamuda}

Technique:
OSINT — following the Satoshi lore chain.
Decoded Brainfuck code from the @soulfullybinded Twitter account produced a message referencing 'Satoshi' and 'Sid'.
Connecting the dots through the Satoshi narrative thread led to the fictional character's name.

Tools & Commands:
dcode.fr (Brainfuck decoder)
Twitter/X OSINT
maigret
sherlock

Hidden Meaning   OSINT  |  100 pts
Flag: boroCTF{simple_osint}

Technique:
Acrostic cipher — taking the first letter of each word in the challenge text spelled out the flag.
A classic beginner OSINT technique where the message is hidden in the initial letters.

Tools & Commands:
Manual first-letter extraction — no tools needed

Go Knicks!   OSINT  |  100 pts
Flag: boroCTF{New_York_Knicks}

Technique:
OSINT — sports trivia / team identification.
The challenge referenced NBA basketball and the Knicks franchise.
Research confirmed the New York Knicks as the answer.

Tools & Commands:
NBA knowledge
sports OSINT

Forensics — 13 Solves, 1,800 Points
Grep'n it   Forensics  |  100 pts
Flag: boroCTF{gr3p_1s_y0ur_b3st_fr13nd_f0r_1nc1d3nt_r3sp0ns3}

Technique:
Log analysis with grep.
Given a log file, the flag was hidden within log entries.
Using grep to search for the boroCTF flag format pattern extracted it directly from the file.

Tools & Commands:
grep 'boroCTF{' logfile.txt

kitty kitty meow meow   Forensics  |  100 pts
Flag: boroCTF{f0r3nsic_@nalysis#}

Technique:
Basic file forensics / metadata analysis.
The challenge involved examining a file (likely an image of a cat) for hidden data in metadata, EXIF fields, or appended data.

Tools & Commands:
exiftool
strings
file
binwalk

Billie Eilish   Forensics  |  100 pts
Flag: boroCTF{in_a_good_guy}

Technique:
Audio steganography / metadata — Billie Eilish themed challenge.
The flag was hidden in audio file metadata or embedded in the audio file associated with the challenge.

Tools & Commands:
exiftool
mp3info
strings
metadata analysis

The Shattered Needle   Forensics  |  100 pts
Flag: boroCTF{gr3p_1s_y0ur_b3st_fr13nd_f0r_1nc1d3nt_r3sp0ns3}

Technique:
Incident response log forensics.
Given a set of system logs, the challenge required finding a specific log entry.
grep with the boroCTF flag pattern located the embedded flag.

Tools & Commands:
grep -r 'boroCTF' ./
log file analysis

File Me to the Moon   Forensics  |  100 pts
Flag: boroCTF{pptx}

Technique:
File format identification.
A file was provided without its extension.
Using file type identification tools revealed the true format was a PowerPoint presentation (.pptx).
The flag reflected the discovered file type.

Tools & Commands:
file command
binwalk
magic bytes inspection

Silent Sentinel   Forensics  |  100 pts
Flag: boroCTF{Vanguard_1}

Technique:
PCAP analysis with image extraction.
A network capture contained an embedded JPEG transferred over HTTP/TCP.
Carving the JPEG from the raw packet data and viewing the image revealed a Vanguard 1 satellite on display at the Smithsonian NASM.
strings confirmed the Smithsonian catalog comment.

Tools & Commands:
tshark -r space.pcap -Y 'tcp.payload' -T fields -e tcp.payload | python3 (hex carving) → extracted.jpg
strings extracted.jpg | grep -i satellite

Satoshi: A Memory of The Past   Forensics  |  100 pts
Flag: boroCTF{s4t0sh1_1n_th3_c4ch3}

Technique:
CPU cache side-channel timing attack analysis.
An ELF binary (satoshi_pulse_v2) outputted CPU timing values.
Large values (~20,000 cycles) = cache misses = bit 1; small values (~300–500 cycles) = cache hits = bit 0.
Decoding 8-bit MSB-first chunks as ASCII revealed the flag — a Flush+Reload cache side-channel simulation.

Tools & Commands:
file satoshi_pulse_v2
strings satoshi_pulse_v2
./satoshi_pulse_v2
Python: threshold=10000; bits=[0 if n<threshold else 1]; decode MSB-first as ASCII

Retinal Burn   Forensics  |  200 pts
Flag: boroCTF{OW_^MY_E7ES!}

Technique:
Image steganography / visual encoding.
The challenge involved an image where visual artifacts or color channel encoding hid the flag.
Steganography analysis tools and color channel inspection revealed the embedded content.

Tools & Commands:
stegsolve
zsteg
imagemagick
color channel analysis

Looking through Windows   Forensics  |  200 pts
Flag: boroCTF{f!l3_f0r3nsics_FTW!!}

Technique:
NTFS disk image forensics with deleted file recovery.
Mounted a VHD file to a loop device with correct byte offset.
The disk appeared empty but ntfsundelete found a deleted ZIP archive (inode 39).
Cracked the ZIP password using fcrackzip with rockyou.txt (password: forget92936281) and extracted the flag.

Tools & Commands:
losetup -o 1048576 /dev/loop0 disk.vhd
mount -t ntfs-3g /dev/loop0 /mnt/vhd
ntfsundelete /dev/loop0 -u -i 39 -d recovered/
fcrackzip -u -D -p /usr/share/wordlists/rockyou.txt recovered.zip

File-et Mignon   Forensics  |  200 pts
Flag: boroCTF{y0u_c4rv3d_th3_v01d_l1k3_4_ch3f}

Technique:
Sparse file analysis with SEEK_DATA/SEEK_HOLE.
The file appeared to be 10 TB but contained only 32 KB of real data.
Using Python os.lseek() with SEEK_DATA and SEEK_HOLE flags, 8 real data regions were found at exact 1 TB intervals.
Reading each 4096-byte chunk assembled the flag fragments.

Tools & Commands:
du -sh file (confirm ~32KB actual)
Python: import os; fd=os.open('file'
os.O_RDONLY); pos=os.lseek(fd
0
os.SEEK_DATA); data=os.read(fd
4096) [repeat with SEEK_HOLE/SEEK_DATA loop]

Chronos   Forensics  |  200 pts
Flag: boroCTF{c0mbobulat3_sp@gh3tti_nep0t1$m}

Technique:
PCAP timestamp microsecond steganography.
Packet inter-arrival timing encoded binary: delays of ~0.25 seconds = bit 0, ~0.75 seconds = bit 1.
Brute-forced the bit alignment offset (0–7) and decoded 8-bit MSB-first ASCII chunks to recover the flag.

Tools & Commands:
tshark -r chronos.pcap -T fields -e frame.time_delta
Python: [0 if d<0.5 else 1 for d in deltas]; brute-force offsets 0-7; chr(int(''.join(bits[i:i+8])
2))

Blackwall Protocol   Forensics  |  200 pts
Flag: boroCTF{s4nd3v1st4n_gh0st_1n_th3_m4ch1n3_8f92a}

Technique:
Disguised PCAP with inter-packet delay encoding.
The file had a .bd extension but was actually a PCAP.
Inter-packet delays of ~150 µs = bit 0, ~650 µs = bit 1.
Bit alignment offset 7 was the correct starting position.
Decoded as 8-bit MSB-first ASCII.

Tools & Commands:
file blackwall.bd (reveals pcap)
tshark -r blackwall.bd -T fields -e frame.time_delta
Python: threshold=400µs; bits=[0 if d<threshold else 1]; offset brute-force; MSB-first ASCII decode

Mark Zuckerburg   Forensics  |  100 pts
Flag: boroCTF{metadata_is_everything}

Technique:
Image metadata / EXIF forensics.
An image of Mark Zuckerberg was provided.
Examining the EXIF metadata or embedded comment fields revealed the flag.
The challenge name hints at looking beyond the obvious visual content.

Tools & Commands:
exiftool image.jpg
strings image.jpg | grep boroCTF



Crypto — 7 Solves, 700 Points
A basic start   Crypto  |  100 pts
Flag: boroCTF{B@5ics_0f_B@si6s}

Technique:
Base64 decoding — the most fundamental encoding scheme.
The challenge provided a Base64-encoded string that decoded directly to the flag.

Tools & Commands:
echo 'base64string' | base64 -d
or CyberChef: From Base64

Et Tu, Brute   Crypto  |  100 pts
Flag: boroCTF{veni_vidi_vici}

Technique:
Caesar cipher / ROT decryption.
'Et Tu, Brute' is a Shakespeare reference to Julius Caesar, hinting at Caesar cipher.
Brute-forcing all 25 ROT shifts (or trying ROT-13 first) revealed the plaintext flag.

Tools & Commands:
CyberChef: ROT13 / Caesar Brute Force
or: python3 -c "s='ciphertext'; print(''.join(chr((ord(c)-65+shift)%26+65) if c.isupper() else c for c in s))"

Not the Flag   Crypto  |  100 pts
Flag: boroCTF{r34l_fl4g_w4s_h3r3}

Technique:
Misdirection / obfuscated encoding challenge.
Despite the name suggesting a decoy, the actual flag was embedded in encoded data.
Applying standard decode operations (base64, hex, ROT) revealed the real flag.

Tools & Commands:
CyberChef Magic
strings
base64 decode
hex decode

Flipper's Dilemma   Crypto  |  100 pts
Flag: boroCTF{fl1pp3d_b1ts_4r3_fun}

Technique:
Bit-flipping / binary manipulation.
The challenge involved flipping specific bits in binary data or reversing bit order to reveal the hidden message.
A common encoding trick used in CTF crypto challenges.

Tools & Commands:
Python: bin(int(hex_val
16))
bit manipulation
CyberChef: Bit Manipulation

So Many Layers   Crypto  |  100 pts
Flag: boroCTF{L!k3_aN_0n1on^}

Technique:
Triple-layer encoding: Binary → Hex → Base64.
Binary digits decoded to hex characters, hex decoded to a base64 string, and base64 decoded to the final flag — like peeling an onion.

Tools & Commands:
Python: chr(int(b
2)) for each binary chunk → bytes.fromhex() → base64.b64decode()

Flight   Crypto  |  100 pts
Flag: boroCTF{up_up_and_4w4y}

Technique:
Encoding challenge with aviation / flight theme.
The challenge likely involved decoding data presented in a flight-related format (possibly NATO alphabet, Morse code, or coordinates).

Tools & Commands:
CyberChef
Morse decoder
dcode.fr

Boro Coin 1   Crypto  |  100 pts
Flag: boroCTF{blockchain_4_3v3r}

Technique:
Blockchain / cryptocurrency analysis.
The challenge involved analyzing a fictional blockchain (Boro Coin) to extract hidden data from transaction metadata, OP_RETURN fields, or block comments.

Tools & Commands:
Blockchain explorer
transaction metadata analysis
hex decode

Web — 6 Solves, 700 Points
Beyond the Homepage   Web  |  100 pts
Flag: boroCTF{r0b0ts_kn0w_th3_s3cr3ts}

Technique:
robots.txt enumeration.
The flag was hidden in the site's robots.txt file, a common beginner web challenge technique.
Navigating to /robots.txt on the target web server revealed disallowed paths or the flag directly.

Tools & Commands:
curl http://target/robots.txt
browser navigation to /robots.txt

Cracking the Vault   Web  |  100 pts
Flag: boroCTF{p4ssw0rd_sp34k5_l0ud3r}

Technique:
Default credentials / weak password attack.
The web challenge featured a login portal.
Trying common default credentials (admin/admin, admin/password) or a short brute-force revealed access to the protected area containing the flag.

Tools & Commands:
Burp Suite
manual credential testing
hydra or default credential list

boro-senpai 1   Web  |  100 pts
Flag: boroCTF{h1dd3n_1n_pl41n_s1ght}

Technique:
HTML source code inspection.
The flag was hidden in the page's HTML source — in an HTML comment, hidden form field, or meta tag.
Viewing page source (Ctrl+U) or browser Dev Tools revealed it.

Tools & Commands:
Ctrl+U (View Source)
browser Dev Tools
curl http://target | grep boroCTF

dotdotslashflagtxt   Web  |  100 pts
Flag: boroCTF{p4th_tr4v3r54l_ftw}

Technique:
Path traversal (directory traversal) attack.
The challenge name is literally the attack vector: ../../flag.txt.
A vulnerable file path parameter was exploited by injecting directory traversal sequences to read the flag from outside the web root.

Tools & Commands:
curl 'http://target/download?file=../../flag.txt'
Burp Suite parameter manipulation
URL encoding: %2e%2e%2f

Drone Dash   Web  |  100 pts
Flag: boroCTF{dr0n3_d4sh_d3l1v3r3d}

Technique:
Web challenge involving drone delivery / API interaction.
The challenge likely required finding a hidden API endpoint or manipulating request parameters related to a drone delivery service theme.

Tools & Commands:
Browser Dev Tools
curl
Burp Suite
API endpoint enumeration

Jay W. Tee   Web  |  200 pts
Flag: boroCTF{n0_s1gn4tur3_n0_pr0bl3m^^}

Technique:
JWT alg:none attack — one of the most well-known JWT vulnerabilities.
The challenge name 'Jay W.
Tee' = JWT.
The site accepted any login and returned a JWT with role:guest.
By changing the algorithm to 'none' and crafting a forged token with role:admin and an empty signature, admin access was obtained.

Tools & Commands:
CyberChef (Base64URL encode)
Browser Dev Tools > Application > Cookies: replace JWT value; forged header: {"alg":"none"
"typ":"JWT"}
forged payload: {"username":"admin"
"role":"admin"}
empty signature (trailing dot)

Misc — 4 Solves, 500 Points
Distortion   Misc  |  100 pts
Flag: boroCTF{d1st0rt3d_r34l1ty}

Technique:
Audio or image distortion analysis.
The challenge provided a distorted file where applying undistortion techniques (spectral analysis, image dewarping, or frequency domain analysis) revealed the hidden flag.

Tools & Commands:
Audacity (spectrogram view)
stegsolve
imagemagick

Nature's Delight   Misc  |  100 pts
Flag: boroCTF{poland_spring}

Technique:
Barcode / product identification.
The challenge featured a Poland Spring water bottle barcode.
Scanning or looking up the barcode led to the product identification as the flag.

Tools & Commands:
Barcode scanner app
Google Lens
barcode lookup tools

Its a Simple Challenge Really   Misc  |  100 pts
Flag: boroCTF{s1mpl3_4s_1t_g3ts}

Technique:
Straightforward encoding or beginner cipher.
Despite the name suggesting simplicity, it likely involved a basic ROT, base64, or hex decode that rewarded those who tried the simplest tools first.

Tools & Commands:
CyberChef
base64 -d
xxd
ROT13

64 is life   Misc  |  200 pts
Flag: boroCTF{s1xty_f0ur_b3auty}

Technique:
Base64 filenames and assembled content.
Files had base64-encoded filenames.
Decoding each filename and reassembling the content in the correct order (based on decoded filename values) produced a complete base64 string that decoded to the flag.

Tools & Commands:
for f in *; do echo "$(echo $f | base64 -d)"; done (sort)
cat reassembled | base64 -d



4. Key Lessons & Takeaways
Each competition teaches something new. Below are the most important lessons from boroCTF 2026:

Manual Beats Automation for Non-Standard Encodings
The Wingdings challenge (Dark Darker Yet Darker) used Undertale's variant of Wingdings, which has slightly different Unicode codepoints than the standard Microsoft mapping. Every automated decoder failed. Manual lookup against a Wingdings reference chart decoded 3 characters that machines got wrong.
Timing Side-Channels in PCAPs
Both Chronos and Blackwall Protocol encoded data in packet inter-arrival timing — not in packet content. This technique requires analyzing frame.time_delta values and applying a binary threshold. Brute-forcing the bit alignment offset (0–7) is a reliable recovery strategy.
Sparse Files Require Special Handling
File-et Mignon appeared to be 10 TB but contained only 32 KB. Standard tools fail on sparse files. Python's os.lseek() with SEEK_DATA and SEEK_HOLE flags from the os module is the correct tool for mapping actual data regions.
Deleted File Recovery from Disk Images
Looking Through Windows showed that an apparently empty NTFS disk image can still yield deleted files. Mounting with the correct byte offset using losetup and then running ntfsundelete against the loop device recovers inodes that standard mounts omit.
Challenge Names Are Always Hints
boroCTF embedded the attack vector directly in challenge names: Jay W. Tee (JWT), dotdotslashflagtxt (path traversal), Et Tu Brute (Caesar cipher), File Me to the Moon (file identification). Reading the name carefully before diving in saved significant time.
JWT alg:none Is Still Deployed in the Wild
The Jay W. Tee challenge demonstrated that the JWT algorithm:none vulnerability — which eliminates signature verification entirely — is still a valid attack vector. Servers must enforce the expected algorithm server-side and never trust the alg field from the token itself.


5. About ECHOClub
ECHOClub is a cybersecurity education club focused on practical, hands-on learning through Capture the Flag competitions and community content. Every competition we enter is documented and shared as educational material.

Follow our walkthroughs and writeups:
1. Instagram: @truth_addicts — step-by-step CTF walkthroughs and technique breakdowns
1. ECHOClub community — workshops, live solve sessions, and challenge discussions
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